
PROJECT 3: POST-QUANTUM CRYPTOGRAPHY

ELISA LORENZO GARCÍA

Shor's algorithm, named after mathematician Peter Shor, is a quantum algo-
rithm (an algorithm that runs on a quantum computer) for integer factorization
formulated in 1994. Informally it solves the following problem: given an integer N ,
�nd its prime factors, [4]. On a quantum computer, to factor an integer N , Shor's
algorithm runs in polynomial time (the time taken is polynomial in log N , which
is the size of the input). In the same paper a quantum algorithm to attack the
discrete logarithm problem is also given.

Cryptography is not dead even if we construct quantum computers, [3, Intro-
duction]. So many other safe cryptographic systems can still be used, for example
we could still use code-base cryptography, or lattice-based cryptography. Many ad-
vances have been done recently in these directions. However, I would like to remark
that even if the ECDSA (Elliptic Curve Digital Signature Algorithm) would not be
safe anymore, other cryptosystems based on elliptic curves could be used.

One of these cryptosystems is explained in [1]. The last advances in this direction
are explained in here [2].

The main goal if the project is to explain the introduction in the book [3]. Later,
if time allows, I would like the students involved in this project to explain (in this
order) the results in [1], [4] and [2].

Some previous knowledge on elliptic curves are required for this project.
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